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Abstract: SM2 has been fully studied on x86-64 architecture, but its optimization on ARMv8-A architecture is inade-
quate. In this work, we propose the following optimizations to fill this gap: for the modular multiplication/squaring of p and
n in SM2, we optimize Montgomery modular multiplication/squaring by leveraging the numerical characteristics of p and n;
for the modular inversion of p and n in SM2, we derive and implement a faster modular inversion algorithm based on Fer-
mat’s little theorem; for fixed-point and unknown-point scalar multiplication, we implement window algorithms with a win-
dow width of 7 and 5, respectively; for the calculation of s during the signature generation process, we replace a modular
multiplication of n with a cheaper modular addition/subtraction of n. After integrating the optimizations mentioned above
into OpenSSL (3.0.0-betal), the benchmark on the HUAWEI Cloud Kunpeng 920 computing platform shows that the per-
formance of SM2 signature generation is accelerated by 8.7 times; the performance of SM2 signature verification is acceler-
ated by 3.5 times. Meanwhile, on the mobile device Raspberry Pi 4 platform, the performance of SM2 signature generation
is accelerated by 9.7 times; the performance of SM2 signature verification is accelerated by 3.4 times.
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56 [53] 1 2 %ﬁ%(Elliptic Curve Cryptography, ECC)
FHBEHRKEE AR SRR R E R RSA
A 27 S RO RS P /N E Ry N = e e B ]
[ PR b fd &% )7 32 19 ECC bR #E A NIST P-256" |
X25519° I Ed25519'*.

2010 4[5 R B E HLUR A T — R 50 % A
AR H A 5 SM2 5] 2 2 4 R T A v
SM2 % H 5 NIST P-256 ZE{LL) %5 Weierstrass 23 75 (1)
IR (2 =x> +ax+b) , I HS B BULA mE [ 30T
Pk

FERS Bl B R < T e B R R R
T ARMv8-A 4244 iy A R &5 i T HAR S ) D FE R IR A
R Bl 45 00 M AL BEAS . X AR b BE A B T
55 # S GTL, AE Ry RS 2R 51 AR 55 2% RN H A
HYGHANLE &', HATSM2 78 ARMvS-A 2244 |1
WA TE A, WA AR T — R b 7 %
DIFE T} SM2 75 ARMvS-A 2244 | i REZR FH.

1.1 #HxIE

Bernstein 25 A7) #E ARM32-NEON F- & |, fifi [
NEON 8 2 t4t T Curve25519 2 ¥ . Faz-Hernandez %5
NBUd T AVX2 #5824k T Curve25519 Fl Curve448 , il
M te s cmk (7] BB, L REMMBT
Curve25519 BB RV . Adalier 28 A 241 %F NIST P-256
M £ 7E x86-64 F- 58 1 ILAbSL 8L, IF R W 52 5F S F 2y
TRT 0 TP 24 5 F Barrett 2977 . Koe 28 N V007 1 T Ah
5% BF S MBI S T v, 435l & SOS L C10S . FI0S . FIPS
FCIHS. AT i) S 56 6 WK Z20KG B 3fe 1 F 52 aF 5 1 24
] M 25 4 AT 1 CIOS 435 1 fE e A . Mai 26 N7
x86-64 -5 AL T SM2 % 725 44 & 3 . Gueron 245
NUER X NIST P-256 £ At 1 1Ak, i1 4 T B8k
HI B RHAE DAL T 52 A1 S RIS . X [ o b i 3
B A AT T 1 TE R w=7 (0 B 1k R AT Ak S
. R R S bR ek E T w=5 M 1
k.

H il OpenSSL Al GmSSL 241 1 SM2 (1) C 1 &
SR x86-64 114w S HE , {H SM2 7E ARMvS-A 4244 |1
WA T4y . JRFRATTIT SN, H Ai A AT e ek
fidh E 44 SM2 76 ARMvS-A Z48) - A Al Ab S50
2 BEMIR
2.1 BEERFES

TEJRIF A 43 ECC Z i, AT % T SO HTAY AL
SRS . NE R B B 2R R A a, ~a A 5
LR A bR Xy FbR & kY B R F, N T E p N A
B8 0Z BE A RER, n 9 ECC L Sy . /NS F bk a fl b

FKRTCE a b FEZ RF A TN TR . KEF
BN G P A O s 18] i 2k b0 R, A (Bt R R AE A
AR FR AT R N (x,p), 7R FE T LA Ak b rb U]
(XY, Z)Fm. MRmM& A S MESHEF , Fn. K
b w RN K /NG TR w Fon B AR 5k
LT AR TR
2.2 AFREFGIZE

A BRI 7, 1 A0 ds AL FE AN s A5 3R /~F- J5
B30 32 B, H AN B A o A o ELE B A s
I p BB AR A IRk 23 i ECC 1 32 % 1 Yt
) SR, PRI LM i R PR AT 5 AR S 345 A2 T siais 5 LA
TRV B R B T L BTy iE A R AR, R
B/ 7 B A AR 4 ECC 4 iR 38 17 85 R i 2 T % 56
EEL

3RS J7 32 B S B AT SR A A B - (1) 3y
POy ia L i fE 2R3 I (schoolbook multiplica-
tion) F4T S HL, FREUI 7 UK F LA F KRR R
Bl A B o 1 Y o is B () B ffis B, e 2
FIF [ 14) 552 B 1) 240 7 50 B 38 T A OB (A AR AT 11 Pkt
AP S AT S BN . X SM2, i 24 fR7 30 A 45
KFR2P0=2"442% -2+ 1 mod p ' P> A& BT AN
B & 27 I G e IR B F i akiz 5. H R
16T HA R BUE R A5 1 52 85 R 2 Ry 4
ENR B E B R bR R s . S p=2"  Hhw
FHLE TR s HREHT R, HER p>p, GCD(fp) =
1 & KREHabeF, RN t. RFIEITHE c=
' mod p, HAT B T H N c= (¢1+(p'mod B) p)/p, H v
p'=—p 'mod B, bRV B S5 W AL M . ISR IR T BN
T — M p iz 5

TETT AR TR A2 S, 38 5 2R T vk 5L
G RRPAT, I SCERL9 R Y CI0S 7k, H: 64 47 528K
WL 1R IR S8 R Y f i A B 28
T AMEFR AR ABER A 64 17 FHEAT 25, TR
S5O S B AT g O T ¢ B 2T . R e B R AT A%
PR p (45 R4 T 0, p) T DY .

BE A, 6 5 R T 0 B s B il 2 ) e PR
(@' =a’"*mod p) YA TSR .
2.3 HEHMERZE

FE A7 55 A8 A CHRE 189 1l 22 0 7R Ry (x, ) T3 A
TN/AS 55,95 J 52 2% WA a2 B DR Ohb 3 4 P — AR A i
AT L B AR PR (X, Y, Z), Z#0 K R n i B il 2k 4. T
AT B A8 A A (XL Y. Z) S 05 S Ak b i (X022, Y2 ) %
. HER] AR5 AR BR T Y 48 Weierstrass 25 20 V2=
X3 1aXZ +bZ° ¥ x=XIZ%,y=YIZ fRANTH LB T 1Y
STURNRE 1328 2 B AT A5 20 A nT 305 AR bR B 05,
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Hix1 RFSREFECIOSTE

3 3
BNATHRILF, T ITCH a= D a,2% b= "> b, 2 Bilp.H it p'=
i=0 i=0

—Ifl mod 225677%‘»iﬁ= 2256
it :t=abp ™ mod p

1 FOR i« 0TO 3 DO

2 C = 0:/*C I TARAFHENL*/

3 FORj<«0 TO 3 DO

4 (C.8) « t+ab,+ Cil*t~t WG R 0%/
5. 1< S;

6 END FOR

7 (C,S) «t,+C;

8 ty < Sty Ci/*t < b,a+t¥/

9 m < t, ph mod 2%%:/#p! < p'mod 254#/
10. (C,S) «ty+mpy;

11. FORj< 1 TO 3 DO

12. (C.8) «—t;+mp;+C;

13. S

14. END FOR

15. (C.8) «1,+C;

16. ty < S;

17. t,«t;+C;

18.  END FOR

19.  IF t2p THEN t« t—p;
20. RETURN v

IAs SR AR (S k1] At 3.13 Fisl 3.14).
HE AT B Aa bR T 1Y 50/ S8 AN T B AR
HABREH SR
2.4 FRERIZE

PRl IRk IE B e ECC I E e Ll S A% s, il
H R SR X e e AT I, LSk 2. Ak
S — 2 B B [ il 42 O B R AR AR T B R
BRI AR w AN FORE AR w HAR B (A T T
AR U [ il 2 s T A TAE B B S w e R
W R IR] 5 2 ] RO 5F8 5 BT B R A s TR 2
i) (LA
Hik2 HERABOEEFOEESw

1-1
BN PRI kR 53R 14w HORE R Dk, 2 s SR ke R

i=0
JE = [sw i LR S P e E(Fp)
B bR kg R 0= kP
1 Wil 5 table[i] < iP,i=0,--,2"—1,i=0M7 table[ 0] <« oo;
2 Q <«
3. FOR i« - 1DOWN TO 0 DO
4. 0<«2"0;
5 O« O +table[k; ];
6 END FOR
7 RETURN Q;

2.5 SM2HEFZEZ ML

SM2 B 25 4 il & = %0 B8 - R R
25 24 M BN 28 24 B, L EL A AR o R DL ] 0 8 i A
PRy B A bR ESCER12].
2.6 ARMVvS-AE&ENA

ARMvS-A ZEF4 J& ARM 2 & 18 ] = M G R FH %3
) 64 i 4844 , ARMv8-A $24it T —2 64 (i f5 24 (A64),
HSZ R — R 64 (AR TN 32 5, I e o
wgeEIE A, gk (MUL)  JRiE B (MNEG) (36
JIn(MADD) F3fe 1% (MSUB) %548 4> . W1~ 64 {31 AT 5
B P 45454 ({S,UIMULH 5 {S, Ul MULL) A fE75
FISE LA 128 [ 45 . ARMvS-A A #2434 T 31 />33 F
TR xo~x3. ARMvS-A i 32 HF 128 i H148 4 2 B ¥
(SIMD) #8544 NEON , {H 2 H H 32 #1532 (i e ikiiz 5, If
HOR SR /5 (v AL BE , BIF ATE ARMvS-A -5 [ AR X
% NEON H F1itfk ECC.

3 MRHFE

AR SRR XS SM2 B AL AL - (1) X p 54
nIIEFITIB I, A SCIE S FI H SM2 KK p FEY n %L
AR AL T 52 AF AR IZ 57 5 (2) §H X p S n
RGBT, A SCHE IR LB T R AL T 2R Th /N E B
ORIz 35 (3) B0 [ % i 55 AR [ 7 s b ek , A
SO RIS T S R T 5 S B R (D E XA
A A s BT AR SC i A A AR L —
15 n etk ia RN — AL n Nk

AP SE IR TR , 1% UL htps : //github.com/
Ji-Peng/openssl_SM2_ARMv8-A.

3.1 #ERMA
3.1.1 WpHHRFIFREFEMLML

53R [ 11 ] Ak NIST P-256 1 28 R F 14 6L i
JAL, AR SO AR ) BRI, e e A R R 7R
K 2y a7 78 (4 3 12 328 B A A AL 88 A N/, DA TR D 2
THRIT A . SM2 AR p =220 - 2724 = 2% 4 2% — 1 iy N itk
b7 W)

po=FFFFFFFFFFFFFFFF
p,=FFFFFFFF 00000000
p,=FFFFFFFFFFFFFFFF
p,=FFFFFFFEFFFFFFFF
P=po+p, 2% +p, 2% 4 p 264

% L 1AE 10 47 9 mp,: mpy=m(2%-1) =
m2% —m, Forp m2% SR TR m R0 ZAUE g 2% 35
P —m SEAN TR AL R 2° BYTTUR m , IX A 0] R 1 e 4
BT N

HEF F R OIS SM2BEM A H Y < p = (29
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232)2192+ (1_232)264+ ( _1)’ E[] p0:_17p121_232’p2:
0.py=2% =27 AT AT LUK 553 155 10 1247 B0 mp, %
B

mpoz—m;mplzm(l —232) :—(m > 32)264+m—(m

<32); mp,=0; mp,=m2*-2")=(m—- (m>32))2%-
(m<32)

B, B 155 10 12T AR LI 5 mp, 2 PR Bl
Bl Tk E R P L 1 10~16 1T 1918 52
ey

(C.S)=t,—m=t,~t,=0
(C,S)=t,+m— (m<32),t,=S
(C.S)=t,— (m>32)+C,t,=S
(C,8)=t,—- (m<32)+C,t,=5

(C.S)=t,+m—(m>32)+C, t;=S
TESM2 R VE 1B 9T IR py =1, Al 15— T
7%@%:7]& ) IEJHTJ‘ to_ m= to_ t(): Oié%:&ﬂ‘@ﬂ]% . *ﬁqzjj‘
B 249 7 350 4321 AR TR B9 O A0 JEL Ik . Bk 3 45 i T 44 il
#R4> ARMv8-A L g L BN ARAS .
k3 NITDAERMEUARE A p) LI P AFIZE A ARMS-A
ICREMTRE X158 9~171T)

5
BN L 2~8 AT PRI TR A e = D 1, 2%
i=0

S R 02 = 31,2

i=0
MOV m, ty/*m=t,p, 'mod 2 (p,'= 1)*/
LSL ml, m, #32;/*m < 32%/
LSR mr, m, #32;/*m > 32%/
ADDS t.t,,m;/*t, +m*/
ADCS ¢, 1,,0:/%t, + C*/
ADCS t,,15,05/%t,+ C*/
ADCS ty, t,, mi/*t,+m+ C*/
ADCS t,,t5,0:/%t s+ C*/
SUBS ¢, to, ml;/*t,— ml*/
SBCS ¢,,t,, mr;/*t, — mr— BB/ L)/
SBCS t,,t,, ml;/*t,—ml— B*/
SBCS t5,ty, mr;/*t;— mr— B*/
SBCt,.t,,0;/*t,— B*/

A

—_ = = = O
w = o

=

4
RETURN r=>",2%.
i=0

3.1.2 #EnBRHNRIFIFEFMLEL
AN TR 1 AT (LR e AR
p & WK B on, ¥ p'=—p'mod2”° f%e K n'=
—n"'mod 2%°. SM2 By n IS FEHITE XN
n,=53BBF40939D54123
n,=7203DF6B21C60528
,=FFFFFFFFFFFFFFFF
ny,=FFFFFFFEFFFFFFFF
n=ny+n,2%" +n,2%% +n,2%3

Ho mny 55 mny AU 5 3010 /85 HE R A4 S8 % 4T
etk

SR 15 104719 mny AT R B H % 2 10 5
64 bit Z5 4L, JE PR H T iR A

(t0+m-n0) mod 2%

= (t0+ (to-( -n,”! m0d264))'n0)
= (t,~t,) =0 mod 2
RIS FL A9 64 bit‘fﬁ%:lo (AT EE R A, Ak
BN AME B (D) =0 I, m=0, I i
t0+m-n0=0;(2>to¢0m‘,z0+m n, B9 64bit Ay 0, [a] i
25 18] 5 64 bit f5 3 — AN UE AL, 4 (2% - 1) + 1 A A%
64 bit 0, I 11 15 64 bit FEAL , iZFEA{EIC M carry.
RV 1247 5 mn W R R 0 BRI M, 5
ny (BB RRAE , BT 2L 58 22 1 128 bit vk &5 2 . 28
LB 1 10~ 1617 s B AR N
C=high(m~n0) + carry
(C,S) =t,+mn+Ct,=S
(C.S)=t,-m+C,t,=S
(C,S)=t;+m— (m<32) +C,t,=S
(C.S)=t,+m— (m>32)+C,t,=S
Horfhigh (men, ) FRTA men, (75 64 bit 25 5% . L5
RS L A RE S
3.2 wEEEMRK
Y5 0<a<p, Hoh p AEE, A SO 9 S/ B
T8 a () T ik T o —ap"zmodp. iE % Knuth Don-
ald " TE A EEEE 4.6.3 T RT IR 4 — AR R e UL
B, T x mod p B V- AR Tk s b e 212 5
e AH %’u%ﬁm‘%ﬁéﬁwﬁﬁu?{eﬁﬁ. ﬁt,*ﬁiﬁ‘@%ﬁ@fiﬁ
R THEBONIEBE (s R R R ] e /b i H i
%athE%%i/%ﬁLﬁ,jz%mjﬁﬁﬁ R R
R OB J7 TR A8 R i TSR ).
3.2.1 EEMRUARSH
X} F455 p 3R, OpenSSL H 1Y SM2 S BR: FH 38 FH (1)
R 0 FH T 9 11 S 8 R 4 A0 7 BRIl Ak
p-2. EARFEHIHE I B IEOT  %07 2HFE
(256/4—1)x 4 =252 A7 J5 5 256/4— 1 =63 M i iz
. GmSSL B4R A 347 ARMv8-A 4244 (H 2 AR (L T
B SM2 ASEHI A B3 AR AL ST BRI AR 256 4
B J7 F1 27 AR TS B . Zhou Lu %8 N4 SM2 1y
BOE p 48 1 T B PR AR 3 B, LN AR 255 /M EF- O il
15Tz 5
T X T8 n R 33, GmSSL A S 4% 1T 1L 7
%% ; OpenSSL X} NIST P-256 [ £k f AR iR il 2 it 17— A~
Ak T7 48 . NIST P-256 [ 2 i Bir 55 SM2 (2L, 721
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k7 NG T 1] A% B ik 4% 1 [ 2% SM2 i

RSP 3441

Z'=Z"2mod n I}, n—2 A7 128 bit KFB/ M H AT 1,
ELA BT 1 B R T b R AR Nk B AR
128 bit WA B0 (R BB , S (348 32 fin v %
I, OpenSSL H k5 128 bit #4310k sk , mifik 128 bit
T TE B R 4 0 1 Sk b A T 4

3.2.2 #EpRFEMRUFTR

FRATUEL B, 81 p oK iz B A5 2 A vl LA s
AR BRI S AR AR R R P, B

(xy)=(Xz2YZ?)

DS = T IS AR N e M - 5 = X
Z7PRIZ7, SM2 2 25 B vh Z , i A R 3 A G A
Md, G x My E, KT AR Z 2z, 8%
R A2 Bk 1Y e Sas FAU Ko i, Ik R
W I EA N 27 W, AT E BN E 2=
ZP 3 mod p B (272 Z kM 1E 27

AR Z TR IR W 4, B E R SR
BV T5, MBS R TT8 R 256 M ECF
M4 . 5 Zhou Lu %8 N Z7 WA FF A AH EL , &
T BEER T - M fEE IFHY R
TV Z 7 B, Zhou Lu 8 N9 5 1538 75 i FH — IR B
JrBE(Z7 =", IR AL T A L1
TR,

Hix4 EFBRDNEEITEZ
WNZWR0<Z<p
HWH:Z22=2""modp
1 Z, < Z*Z;/¥1S+ 1M*/
2. Z< 777y I¥2S+ 1M*/
3. Z<Z7PZy; IF2S+ IME/
4. Z,ZFCZg 65+ 1M*/
5. Zyy«Z5"Z,,; 14128+ 1M/
6
7
8
9

Zyy 23,8 Z; %68+ 1M*/
Zy < Z3y Z;/¥1S + 1M*/
Zoy = 23 Z:/¥1S + 1M#/
1 (ZY 32y VY Z oy 19658 + 2M*/
10, 142y ) Zyy; %648+ 200/
1.t (%" Zyy) " Zyys %948 + 2M*/
12, 1% 528%
13.  RETURN #/* S IFH14:256S + 140/

3.2.3 #EaRFEMRUFR

BATRPA T E WA 5, AT T 114
LR RO AN ALVALE X115 i NN /S
Jii A FH K S T AR R A 22 X R BRSO
42M+257S. M L T OpenSSL 1 B 77 & (FH P 45
49M+2608) , LS TAE T TR 5 3 R B
B

Biks5 MRALRRER . RBEEE

BIN:ZWi R 0<Z<n
Bz =Z" " mod n
1. ﬁi+ﬁ:20hl Z()I)II Z()bl[]l Z()blll ZObI()()I

ZOblOl]’Zobl]117ZOb10101’ZOb1]ll]’

0x 7FFFFFFF 0 x FFFFFFFF,
Zy 2" ANV A ;

2. reZy Z“'szzv re’”zu'z;az;
3. re rzu-Zm, re -z
4. reszon pe 2 o,
5. pe R ZON 2 gomon,
6. replZOON L2 g0

T e Tz 2 g,

8. el Z00 2 gm0t
0. ez L2 on
10, re 2 Z0N g g2 zon,

3 10
11. r(_rZ ,Zl)hl(]l, r(_rz _ZOhIOOI;

12. r(_rZ‘,Zl)hlll’ r(_rZ‘.ZOhlll;

s >
2. 70010101 2 001,

13. r<r
s s
14 r(_rZ 'ZOHUO], r(_rz _Z(Jhl;

15. return < Z~' mod n;

3.3 IREFML

F£ OpenSSL Y SM2 52 L, [ 2 o5 5 3 [ A5 b
it 2fe ¥4 0l FH 5% AF 5 R B S A AT 3145 . Gueron Shay
25 N TR NIST P-256 £ A b se il e a3 1
OpenSSL H1"™"' FRATHG AT B AL )y ST R 2 T SM2
L E bR e R Y S 7 R L R
SbR R TR TE SR T R 5 R B 1B B el Booth
R RIT N

X[ 58 s b ek, AT [ 256/7 1 =374 1, i
BN AU 20 = 644 o . T 2 v A [0 il 28
KT S A AR e, ) TE AT A2 L R Ry 45 S A1 A -1 T
AR5 A AR IR A N4 32 BB 1T RCR B (525 3k
(1] 53% 3.22). BiTHGE R 0T %% b« Table[i][ /] =
2"x (jxG) modp, H i i=0,1,--,36,j=0,1,---,63, Tl
THREFR K/ A 148 KB. il i IRF R A, % 5
PR afeikia B T E 37 RS s &, TR iaH .

AW [ 52 5 b i TR ik 0 T T A B kA8 AT R
A5, BT AT el /D WA AR SCR S D58 w=
SHE HEE, HFEHIFE 2 =16 > i, ll ixG,i=
0,1, -+, 15. 4 FIRFOHREAR AR B E fbr i
Fe kit WO IS A 7 A SR 8 A T AE B A
1 I T B 52 S IR 255 A% B8, I AS Sl 59
A S HNA263 M s A
3.4 Eﬂt{ﬂ«t

U122 3 SM2 25 44 15 I vA I W R AR
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G— ((1+d )71-(k—rd )) mod n x2 ZEEZMEESMHATHITREXTLL
- A A
N . . N . § FH PR OpenSSL AR | s L
1Zﬁ$§3{ﬁ% 24\1‘5'<njlﬂ/7}ﬁ/£\14\7f%n*iﬁﬁ$ﬂ2/l\ po— 55 1 2413 21102 8.7 1%
B TeEis g . BATO AT T 0 F S st ENEW | s | 26 580 | 3si
-1
s=(k+r)-(1+d,) —rmodn - jﬁgﬁ 675 zsj4 947ﬁ
R 5 TSR AR 3 AN AR (1 AR R SR n b6 | 34
A n s 5, BV — 8 n e i B e — M8 SEa Mg
n e . TR n INAEE S B AR T n TeTh s 5 s s
ZaTe

PRI A DL — 2R T 26 20 AR AR s A TR
3.5 MEEBEHEZHT

DA ATRAEN 00 5 30 ey, A ST S Bk T RATAT O
(93 SCERAT . TEREINAGE B (0 RS R B 4 5%
PN/ 2 5 5 AR AT AF- Dy da B P fd L I ] ) 5
BF S MR 5 LA 2 AR SO B E 12 47 i ]
I S P T IR Y Bl T /N E BRI 98 Ah, R Sz
ATy AR SO B3R I A A (R4S T B, 48
VTS UG8 A AR 0 7 TR A ) B9 A AT B 1
AT . S5 DL B HR AR SCRY S AT A5 3L
FRL o] B RE B0 W7 AN 2 A7 B X P MM T T it

4 LIWHER

AR SC I3 P 35 A 45 2 i NS B, 2 i A A
A6y 2 RELGT 110 SR NG 30 ) 1 5 78 (AR NG 920) IR 55 %%
WA CPU, N AE K 4 GiB, #:1E & 4t M 64 i ARM hit
Ubuntu 18.04 Server. % 8l ik 8 MM AEIR 4, HIEZH T
1.5 GHz [ VU#% ARM Cortex-A72 Kb BRES , U774 8 GiB,
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